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Modern cybersecurity is at a crossroads. Despite decades of innovation, the
prevailing approach remains largely reactive—layered defenses, signature-based
detection, and perimeter-centric architectures that struggle to keep pace with the
sophistication and persistence of today’s adversaries. These traditional models,
while once effective, are increasingly inadequate in a world where attackers exploit
not just software flaws, but the very visibility of digital systems. Zero Trust design is

only a partial answer.

Every connected device, every exposed service, and every traceable IP address
becomes a potential entry point. Attackers no longer need to break down the front
door; they simply observe, map, and wait. Through reconnaissance tools and
metadata analysis, they can construct detailed blueprints of networks, identify
weak points, and launch precision attacks that often go undetected until the

damage is done.

This paper introduces Digital Camouflage as a transformative, proactive principle in
cybersecurity. Inspired by military doctrine, digital camouflage applies the
concepts of cover and concealment to cyberspace. Rather than merely hardening
systems after they are discovered, it proposes a radical shift: make them
unfindable in the first place. By rendering systems low-signature, dynamically
concealed, and structurally untraceable, we eliminate the reconnaissance pathways

that adversaries rely on to exploit vulnerabilities.

Digital Camouflage is not just a tactic—it is a first principle. It redefines the
foundation of cyber defense by prioritizing invisibility over visibility, unpredictability
over predictability, and proactive concealment over reactive response. In doing so,
it offers a path toward a more resilient, cost-effective, and future-ready

cybersecurity posture.
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Modern successful data breaches are the result of painstaking attack engineering
where patience is key to learning the inside of your network. The results include
extraordinary violations of trust and costly remediations over time. These
penetrations often start simple and leave innocuous traces. But they all start with

an entry point.

Before diving into how Entropya thinks differently about security and protection
let's review what's at stake by exploring three cyber threat pain point categories

with abbreviated case studies:

1. Category 1: Data Breaches (i.e. Healthcare, Finance, Business Systems)
2. Category 2: Essential Services & Critical Infrastructure (i.e. Utilities, Energy,
Pipelines, Transportation)

3. Category 3: Global Digital Infrastructure (i.e. Telcos, Data Centers, ISPs)

Top 5 Data Breaches by Cost and Impact

1.  AT&T (2024): Personal data of millions of AT&T customers was leaked on the
dark web, triggering lawsuits and ~$50 million+ in remediation costs.’

2. Meta (2024): Millions of users’ messages and posts were leaked on the dark
web, leading to ~$40 million+ in GDPR fines and remediation costs for Meta.?

3. MOVEIit (2023): A zero-day vulnerability in MOVEit software led to data
breaches across 1,000+ organizations, affecting 56 million individuals and

costing ~$11 billion globally.®

1. Bluefin, “The Biggest Data Breaches of the Year (2024),” Bluefin (blog), July 10, 2024, https://www.bluefin.com/bluefin-
news/biggest-data-breaches-year-2024/.

2. “Top 10 Biggest Cyber Attacks Of 2024 & 25 Other Key Attacks,” CYBLE (blog), March 6, 2025,
https://cyble.com/knowledge-hub/top-10-biggest-cyber-attacks-2024-25-other-attacks/.

3. Gary Smith, "+95 Cyber Security Breach Statistics 2025,” November 15, 2023, https://www.stationx.net/cyber-security-
breach-statistics/.
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4. Marriott Starwood (2018): Attackers accessed 500 million guest records,
including passport and payment details, resulting in ~$200 million in fines and
remediation costs for Marriott.

5. Equifax (2017): Hackers exploited an unpatched Apache Struts vulnerability to
steal personal data of 147 million U.S. and 15 million British citizens, costing

Equifax ~$1.4 billion in remediation and settlements.®

We acknowledge there are several more costly attacks, as depicted in the list
above. However, we chose the SingHealth event because of its uniqueness with
targeted dignitaries, scope of impact, and the time it took to discover. July 4th,
2018, a data breach was found in the SingHealth database. 1.5 million people had
their personal medical information stolen from the SingHealth database over the
course of just 8 days compromising closely held secrets about their medical
vulnerabilities. Think heart conditions, mental health, surgeries, virality, and even
dependencies on things like pacemakers and pain killers. Not to mention, the Prime
Minister, Lee Hsien Loong, was specifically targeted along with a few unnamed
ministers. Records dating back to May 2015 were accessed with malicious
intentions, and in response, SingHealth had to individually call all their patients to

locate and compensate the 1.5 million affected by this breach.®

SingHealth is the largest group of healthcare institutions in Singapore, and its
database holding all the personal, inpatient, and outpatient information was hacked
by Whitefly—a group of hackers whose location is still unknown but has been

attributed to multiple cyberattacks against Singapore—based entities since 20177

4."Key Cyber Security Statistics for 2025,” SentinelOne (blog), accessed July 10, 2025,
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/.

5. John Leyden, Dan Swinhoe, and Michael Hill, “The 20 Biggest Data Breaches of the 21st Century,” CSO Online (blog),
accessed July 10, 2025, https://www.csoonline.com/article/534628/the-biggest-data-breaches-of-the-2lIst-century.html.
6. Irene Tham et al., “SingHealth Cyber Attack: How It Unfolded,” The Straits Times, July 20, 2018,
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html.

7. Hariz Baharudin, “SingHealth Database Hackers Have Targeted Other Systems Here since at Least 2017: Symantec,” The
Straits Times, March 6, 2019, https://www.straitstimes.com/singapore/singhealth-database-hackers-have-targeted-other-
systems-here-since-at-least-2017-symantec.
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Based on the earliest sighs of compromise dating back to August 23rd, 2017,
Whitefly had been inside the SingHealth database for 10 months before they
started exfiltrating data on June 27th, 2018. The group would continue copying data
for 8 days before getting caught in the system on July 4th. It would then take an
additional 8 days before authorities got involved, and an official investigation would
begin on July 12th.2 As shown, reacting quickly and effectively to cyberattacks to
prevent further damage and recover whatever is possible is incredibly hard. This is
how easily hackers can infiltrate your systems, and you might never know until it's

too late.

8. Irene Tham et al., “SingHealth Cyber Attack: How It Unfolded,” The Straits Times, July 20, 2018,
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html.
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Top 5 Essential and Critical Services Attacks by Cost and Impact

1. Change Healthcare (2024): A ransomware attack disrupted U.S. healthcare
payments and claims, costing UnitedHealth ~$2.87 billion and providers ~$6
billion in assistance.®

2. Synnovis-NHS (2024): The Qilin gang’s ransomware attack on Synnovis
disrupted NHS pathology services, delaying surgeries and costing $100
million+."°

3. DP World Australia (2023): A cyberattack halted 40% of Australia’s port
operations for three days, causing a 30,000-container backlog and $50
million+ in trade losses."

4. Volt Typhoon (on going): A Chinese state-sponsored hacking group that
targeted U.S. critical infrastructure since at least 2021; imposed significant
remediation costs and severe security and economic risks through persistent
stealthy espionage and cyberattack posturing “living off the land” with bots in
compromised systems to include loT and throughout U.S. utilities (e.g. water,
electric, etc.)."”?

5. Colonial Pipeline (2021): A ransomware attack shut down a major U.S. fuel
pipeline, causing fuel shortages and costing ~$4.4 million in ransom and $200

million+ in operational losses.”

9. Aditi Uberoi, “Top 10 Biggest Cyber Attacks of 2024 & 25 Other Attacks to Know About!,” Cyber Management Alliance,
accessed July 10, 2025, https://www.cm-alliance.com/cybersecurity-blog/top-10-biggest-cyber-attacks-of-2024-25-
other-attacks-to-know-about.

10. Ibid.

1. Anna Fitzgerald and Rob Gutierrez, “15 Recent Cyber Attacks & What They Tell Us About the Future of Cybersecurity,”
Secureframe, accessed July 10, 2025, https://secureframe.com/blog/recent-cyber-attacks.

12. Jonathan Greig, “Volt Typhoon Hackers Were in Massachusetts Utility’s Systems for 10 Months,” The Record, accessed July
10, 2025, https://therecord.media/volt-typhoon-hackers-utility-months.

13. “Key Cyber Security Statistics for 2025,” SentinelOne (blog), accessed July 10, 2025,
https://www.sentinelone.com/cybersecurity-101/cybersecurity/cyber-security-statistics/.
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Water is the very source of life. October 3rd, 2024, American Water, the largest
regulated water and wastewater utility in the U.S.—serving over 14 million people
across 14 states and 18 military bases—detected unauthorized activity in its
computer networks, later confirmed as a malicious cyberattack.” The
consequences could have been catastrophic; hackers with access to critical
systems might have disrupted water treatment processes, tampered with billing
records, or even compromised sensitive customer data. Swift action by American
Water contained the breach, with the company disconnecting its customer portal
and billing systems to halt the intruders. No personal data has been confirmed
stolen, and water services remained safe and operational, but the incident exposed

the dire risks lurking in the digital shadows of essential infrastructure.®

American Water is a
cornerstone of critical
infrastructure, managing
the flow of clean water
and wastewater
services for millions. Yet,
its digital systems were
infiltrated by unknown
hackers, whose origins

and motives remain

under investigation. While
American Water's swift response in October 2024 prevented such outcomes, the

incident underscores the critical need for robust cybersecurity.® Malicious actors

14. Bruce Shipkowski, “American Water, the Largest Water Utility in US, Is Targeted by a Cyberattack,” AP News, October 7,
2024, https://apnews.com/article/american-water-cyberattack-36423062dbce05c9aa70ef8aa07810cb.

15. Kate Gibson, “American Water Restarting Systems Shut down a Week Ago by Hackers - CBS News,” CBS NEWS, October 11,
2024, https://www.cbsnews.com/news/american-water-hack-systems-restored/.

16. Eric Rosenbaum, “America’s Largest Water Utility Hit by Cyberattack at Time of Rising Threats against U.S. Infrastructure,”
CNBC, October 8, 2024, https://www.cnbc.com/2024/10/08/american-water-largest-us-water-utility-cyberattack.html.
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could manipulate water treatment processes to devastating effect; hackers could
tamper with chemical dosing systems. Such an event could trigger a public health
crisis, overwhelm medical facilities, and erode trust in essential infrastructure. The
breach was detected on October 3rd, but how long the hackers had been inside the
system remains unclear. In response, American Water isolated the affected
systems, ensuring no disruption to essential services. Authorities have been
involved in the incident to determine its full scope and prevent future attacks. This
breach lays bare the vulnerability of even our most vital utilities, showing how
silently hackers can infiltrate systems and how critical swift action, robust

encryption, and constant vigilance are to protect the services we all depend on.”

17. Jonathan Reed, “Cyberattack on American Water: A Warning to Critical Infrastructure | IBM,” IBM, November 4, 2024,
https://www.ibm.com/think/news/cyberattack-on-american-water-warning-critical-infrastructure.
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Top 5 Digital Infrastructure Attacks by Cost and Impact

1. CrowdStrike-Microsoft (2024): A faulty CrowdStrike update crashed 8.5
million systems, disrupting global aviation, banking, healthcare and retail
with ~$10 billion+ in economic impact.'®

2. Salt Typhoon (2024): Chinese hackers targeted U.S. and allied telecom
infrastructure for espionage, costing ~$1 billion+ in remediation and
potential disruptions.”

3. London Public Transit (2024): An attack on London'’s transport system
exposed credentials, disrupted operations, and cost ~$50 million+.2°

4, British Telecom (2024): An attack on British Telecom disrupted services,
raising infrastructure security concerns and costing ~$50 million+ in
remediation.”’

5. Nvidia (2022): The Lapsus$ group stole 1TB of Nvidia data, including

source code, costing ~$50 million+ in remediation and market impact.??

In 2024, a sprawling cyber espionage operation known as Salt Typhoon, linked to
Chinese state-sponsored hackers, infiltrated telecommunications networks across
the United States and beyond. This audacious campaign, which began as early as
2023, exploited weaknesses in critical infrastructure, particularly targeting routers

and switches from companies like Cisco.? By burrowing into the systems of major

18. Aditi Uberoi, “Top 10 Biggest Cyber Attacks of 2024 & 25 Other Attacks to Know About!,” Cyber Management Alliance,
accessed July 10, 2025, https://www.cm-alliance.com/cybersecurity-blog/top-10-biggest-cyber-attacks-of-2024-25-
other-attacks-to-know-about.

19. “Top 10 Biggest Cyber Attacks Of 2024 & 25 Other Key Attacks,” CYBLE (blog), March 6, 2025,
https://cyble.com/knowledge-hub/top-10-biggest-cyber-attacks-2024-25-other-attacks/.

20. Ibid.

21. Ibid.

22. Daniel Imber, “The Latest Cyber Crime Statistics (Updated June 2025) | AAG IT Support,” AAG, January 6, 2025,
https://aag-it.com/the-latest-cyber-crime-statistics/.

23. Ravie Lakshmanan, “China-Linked Salt Typhoon Exploits Critical Cisco Vulnerability to Target Canadian Telecom,” The
Hacker News, June 24, 2025, https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html.
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U.S. telecom providers—including AT&T, Verizon, T-Mobile, and others—hackers
accessed call records, metadata, and even real-time communications of high-
profile figures, such as then-presidential candidates Donald Trump, J.D. Vance, and
Kamala Harris.>* The breach’s potential to disrupt national security and erode public
trust in communication systems loomed large, as attackers could have manipulated
or intercepted sensitive data, from government intelligence to private citizen

communications, had their presence gone unchecked.

Salt Typhoon, also known as Earth Estries or GhostEmperor, is a highly
sophisticated advanced persistent threat (APT) group tied to China’s Ministry of
State Security.?® The campaign targeted not only U.S. telecoms but also networks in
countries like South Africa, Thailand, and Italy, exploiting vulnerabilities in outdated
or unpatched network equipment, such as Cisco’s I0S XE software.?® Using custom
malware like JumbledPath and techniques like credential theft and DLL sideloading,
the group maintained covert access for months, evading detection by blending
malicious traffic with legitimate network activity. While U.S. authorities, including the
FBI and CISA, have made progress in containing the threat, with some reports
indicating the campaign is "largely contained" as of July 2025, the hackers’
persistent presence in some networks remains a concern. The incident has spurred
urgent calls for mandatory cybersecurity reforms, with proposed measures like the
Secure American Communications Act aiming to enforce stricter standards and
protect against future espionage.?” The fallout from Salt Typhoon underscores the
fragility of global telecom infrastructure and the pressing need for zero-trust
architecture, proactive patching, and international cooperation to safeguard critical

systems.

24. Edward Graham, “Salt Typhoon Hacks ‘a Wake up Call' to Secure Telecom Services, Lawmakers Say,” Nextgov.com, April
30, 2025, https://www.nextgov.com/cybersecurity/2025/04/salt-typhoon-hacks-wake-call-secure-telecom-services-
lawmakers-say/404970/.

25. Chris Jaikaran, “Salt Typhoon Hacks of Telecommunications Companies and Federal Response Implications,” legislation,
Congress.gov, accessed July 8, 2025, https://www.congress.gov/crs-product/IF12798.

26. Ravie Lakshmanan, “China-Linked Salt Typhoon Exploits Critical Cisco Vulnerability to Target Canadian Telecom,” The
Hacker News, June 24, 2025, https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html.

27. David DiMolfetta, “US Agencies Assessed Chinese Telecom Hackers Likely Hit Data Center and Residential Internet
Providers,” Nextgov.com, June 9, 2025, https://www.nextgov.com/cybersecurity/2025/06/us-agencies-assessed-chinese-
telecom-hackers-likely-hit-data-center-and-residential-internet-providers/405920/.
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Nearly every cyberattack
begins with reconnaissance
on your digital address.
Before an attacker can
exploit a system, they must
first find it and learn

everything they can about

it. This is done using tools
and techniques that extract digital attributes, configurations, and network topology

from connected systems and infrastructure.

Common Reconnaissance Tools include the following:

Technique | Purpose ‘
DNS Lookup / NS Lookup Resolve domain names to IP addresses

WHOIS Queries Identify domain ownership and hosting details
NMAP Scanning Discover open ports and services

Banner Grabbing Identify software versions and configurations
Shodan/Censys Search for exposed devices and services
Packet Sniffing/Wireshark | Analyze traffic patterns and metadata

a. Attack Engineering: From Discovery to Exploitation. Every network based
cyberattack hinges on knowing the address to target. The below is a
simplified guide to locate a target address, its vulnerabilities, and plan an

attack.?®

J—

Find the location: IP blocks or addresses.
Scan for information about the address.

|dentify potential vulnerabilities.

W N

Engineer the attack layer by layer and segment by segment.

28. "MITRE ATT&CK®,” MITRE ATT&CK®, accessed July 3, 2025, https://attack.mitre.org/.
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Imagine your home. You've installed a strong front door, maybe even a security
system. But what if your windows are wide open and your daily routine is visible to
anyone watching from the street? That's essentially how most digital systems

operate today.

Even with encryption—our version of a locked door—attackers can still “walk the

neighborhood.” They watch the traffic going in and out, take note of patterns, and
peek through the digital windows left open by default. They don't need to break in
right away. First, they observe. They learn. They map out your digital environment

just like a burglar might case a house.

Most systems unintentionally broadcast clues about themselves: what kind of
software they’re running, which services are active, and how they're connected to
other systems. These clues—called metadata—are like leaving sticky notes on your

windows saying, “Back door unlocked” or “Valuables inside.”

The problem is that traditional cybersecurity focuses on building stronger locks
after the house is already visible. But if someone knows where you live, what time
you leave, and which window is easiest to open, even the best lock might not be
enough. In today’s world, being visible is being vulnerable. The more your systems
can be seen, the easier they are to target. That's why the next evolution in
cybersecurity isn't just about stronger defenses—it's about disappearing from the

map entirely. Below, this table covers some of the most common vulnerabilities.
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Category Defense Flaw Implications

Firewalls Firewall rules are A single misstep, such as exposing a cloud service

misconfiguration improperly set, open  port or misapplying zero-trust policies, can lead to
sensitive ports, and severe data breaches, lateral movement by
improper rule attackers, or regulatory penalties.
sequencing.

Zero Trust Tunnel endpoints, Traditionally, organizations relied on a trusted

encryption metadata | internal network perimeter. Zero Trust assumes that
no user or device—inside or outside the network—
should be trusted by default, but are largely
guantum vulnerable, particularly PKI based ICAM,
ABAC, network topology, and relational metadata.

Perimeter-Centric = Assumes threats Once inside, attackers can move laterally
Architecture originate only undetected. Ineffective against insider threats,
outside the network.  cloud, and BYOD environments.
Static Rule-Based It depends on Fails to detect zero-day, polymorphic, and fileless
Detection signatures and attacks. High false positives and requires constant
predefined rules. updates.
Siloed Security Disparate point Fragmented visibility, complex threat correlation,
Tools solutions with and slow incident response.
minimal integration.
Quantum- Uses RSA, ECC, and Lacks quantum-resilience, risking future decryption
Vulnerable other schemes and impersonation.
Cryptography susceptible to
quantum attacks.
Inflexibility in Not designed for Cannot enforce consistent policies across hybrid
Modern cloud, containers, or  infrastructures. Incompatible with modern
Environments DevSecOps development and deployment practices.
workflows.
Reactive Security Responds after Insufficient against Al-driven, fast-moving threats.
Posture threats materialize. Misses opportunities for proactive defense, like

deception or predictive analytics.
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Digital camouflage applies cover and concealment techniques to cyberspace. Rather
than just hardening systems, make them unfindable. Adding private network
segmentation and one-way traffic flows, obfuscation further separates the initiating

source from the destination without third-party, proxy, TOR, or other dependencies.
Entropya’s cybersecurity model is built on three foundational actions:

o HIDE: Erase digital footprints and obscure network visibility.

o HARDEN: Fortify with quantum-secure cryptography and resilient

architectures.

o VERIFY: Continuously authenticate and validate system integrity.

Digital camouflage is not just a strategy—it is the first principle in our design.

Entropya’s encrypted untraceable transport dynamically connects a micro-
segmented software-defined private network (SDPN) that pairs with quantum-

ready stealth:

Post-Quantum Cryptographic Protocol (Module-Lattice-Based Key-

Encapsulation Mechanism 1024)

e Post-Quantum Cryptographic Protocol (ML-KEM 1024): Resistant to
guantum computers.

¢ No persistent IPs or routes: Randomized, one-way ephemeral tunnels.
Separation of source and destination

¢ No Start or End Point Dots to Connect: Prevents associating relationships.

¢ No distinguishable digital signature: Defeats advanced analytics.

This creates a non-attributable, dynamic, and optionally disposable universal

communications transport layer that is invisible to reconnaissance tools and

15
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hardened with authenticating cryptography able to withstand the strongest man-

in-the-middle attacks from super and quantum computers.

MITRE ATT&CK® is a framework that catalogs the tactics, techniques, and

procedures (TTPs) cybercriminals use to attack computer systems and networks.

Think of it as a detailed playbook that outlines how hackers might try to infiltrate,

compromise, or disrupt a system—whether it's stealing data, spreading malware, or

gaining unauthorized access. Each entry in the framework describes a specific

method, like phishing or exploiting software vulnerabilities, helping cybersecurity

professionals identify, detect, and defend against these threats.?® It's widely used

by security teams to understand attacker behaviors, strengthen defenses, and

respond effectively to cyber incidents. The table below outlines specific

weaknesses Entropya addresses head-on:

ATT&CK Tactic

Reconnaissance

Technique Examples

Active Scanning (T1595)

Mitigation by Design

No IPs, ports, or DNS records are
exposed. Scanning yields no
results.

Resource
Development

Acquire Infrastructure (T1583)

Attackers cannot mimic or target
infrastructure they cannot see.

Initial Access

Exploit Public-Facing Application (T1190)

No public-facing services are
exposed; endpoints are
ephemeral and hidden.

Execution

Command and Scripting Interpreter
(T1059)

No root access; jailed partition for
4096 bit SSH compliance access.

Persistence

Boot or Logon Autostart Execution (T1547)

No direct access to obfuscated
server behind PQC tunnel.
Intrusion Detection System,
packet capture for compliance.

Privilege
Escalation

Abuse Elevation Control Mechanism
(T1548)

No root access. ICAM and
services hidden behind
obfuscated transport require PQC
authentication before accessing
the internal network and ZT
authentication.

Defense Evasion

Access Token Manipulation (T1134)

Labyrinthine micro-segmentation
paired with layers of

29. "MITRE ATT&CK®,” MITRE ATT&CK®, accessed July 3, 2025, https://attack.mitre.org/.
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authentication at separate levels
from 2-7 make stolen credentials
exceptionally difficult. Also offer
decentralized multi-attribute
authentication alongside
traditional transport and network
tools.

Third-party penetration tests
yield the lowest possible risk
score due to the hidden and
hardened nature of the Entropya
Encrypted Network (EEN). EEN

Credential Adversary-in-the-Middle (TI1557) separates every session with

Access one-way randomized pathways
without revealing source and
destination. Additionally,
encryption renewal within each
session is configurable. The
default is two minutes.
Services are not discoverable due

Discovery Network Service Scanning (T1046) to randomized, ephemeral
tunnels.

Lateral Remote Services (T1021) Internal services ar'e not visible or

Movement routable from outside.

Collection Data from Information Repositories (T1213) ACSEI) (GBI L3

invisible, authenticated transport.

Command and

Application Layer Protocol (T1071)

No consistent protocol or

Control endpoint exists to establish C2.
No persistent channels exist;
Exfiltration Exfiltration Over C2 Channel (T1041) traffic is randomized and

encrypted.

Many sectors are deeply challenged by modernization due to the slow iterative

cycles of it across regulatory regimes and lengthy evaluation cycles required to

ensure compatibility. Examples include extensive controls and evaluation cycles for

things like industrial control systems, physical cryptographic modules, Defense

Department networks, and approved product lists. However, these efforts are

unable to keep up with the velocity of evolving threats. Instead of defending

everywhere, remove the attack surface by completely disappearing. Make data

centers, firewalls, virtual private network servers, critical backups, operational
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technology control systems, stock exchanges, banking systems, electric power
substations, water plants, gas-oil platforms, pipelines, cellular and space

infrastructure, blockchain miners, validator nodes, and so much more, unfindable.

Many sectors face a critical challenge: the speed of digital transformation is being
outpaced by the rapid evolution of cyber threats. Regulatory constraints, legacy
systems, and lengthy evaluation cycles make it difficult for industries to modernize
fast enough to stay secure. From information, operational, and cryptographic
technologies to defense networks and financial infrastructure, the gap between

compliance and real-world resilience is growing.

Digital Camouflage offers a way forward—not by defending every system, but by
making them disappear—Entropya’s model—HIDE. HARDEN. VERIFY.—is more than

an idea. It is a call to rethink the very foundations of cyber defense.

In a digital landscape where attackers are faster, stealthier, and more resourceful
than ever, traditional defenses—no matter how layered—continue to be increasingly
outmatched. Instead of endlessly monitoring exposed systems and hoping a zero-
day isn't leaving you open, organizations can eliminate the attack surface. By
rendering critical assets invisible to reconnaissance tools and unreachable by
unauthorized actors, digital camouflage transforms security from a reactive burden
into a proactive advantage. It's about strategic simplicity. It hides overlooked
systems, minimizes exposure to zero-day vulnerabilities, and lowers the operational
burden of monitoring and response. This approach is especially vital for sectors
where uptime, confidentiality, and integrity are non-negotiable. Whether protecting
national infrastructure, financial systems, or emerging technologies, the principle

remains the same: if it can't be found, it can’t be attacked.
Make your most vital systems unfindable, unreachable, and unbreakable.

Contact Entropya today.

18


https://www.entropya.com/
https://www.entropya.com/contactus

Appendix 1. Common Reconnaissance Tools.

Category Tool Function/Description \
Passive WHOIS Retrieves domain ownership and registration data.
Reconnaissance
nslookup / dig DNS query tools to obtain IP addresses and DNS records.
Shodan A search engine for internet-connected devices helps
identify exposed systems.
Censys Indexes devices and services exposed to the Internet.

Google Dorking ~ Advanced search queries to discover exposed data
indexed by search engines.

theHarvester Gathers emails, subdomains, IPs, and URLs using public
sources.
Active Nmap Network mapper for scanning hosts, ports, and OS
Reconnaissance fingerprinting.
Netcat Used for banner grabbing and creating reverse shells.
Recon-ng Full-featured reconnaissance framework written in Python.
Maltego Provides visual link analysis using public and proprietary
sources.
FOCA Extracts metadata and hidden information from
documents.
Nikto Scans web servers for known vulnerabilities and outdated

software.



https://www.entropya.com/

Appendix 2. Attack Engineering: From Discovery to Exploitation.

Phase

Description

Tool Applied (Techniques)

1. Reconnaissance

2. Enumeration

3. Vulnerability

Analysis

4. Weaponization

5. Delivery

6. Exploitation

7. Post-Exploitation

8. Command &
Control (C2)

9. Execution of
Objectives

10. Covering Tracks

The initial phase where attackers
gather information about the target
to map out the attack surface.
Deeper probing of systems/services
to identify vulnerabilities and gather
network/user information.
Identifying weaknesses in software,
configurations, or systems to
develop targeted attacks.

Crafting or customizing malicious
payloads to exploit identified
vulnerabilities.

Transmitting the exploit to the
target via the selected vector.

Payload executes on the target
system, exploiting the vulnerability
to gain control.

Maintaining access and performing
internal reconnaissance, privilege
escalation, or lateral movement.
Establishing remote communication
with the compromised system to
manage the attack and exfiltrate
data.

Carrying out the attack’s primary
purpose, which may include data
theft, surveillance, sabotage, or
ransom.

Techniques used to erase or mask
traces of the attack to avoid
detection and forensic
investigation.

Passive OSINT, WHOIS, Google
Hacking, Shodan, Active port/IP
scanning, DNS queries

Nmap, Netcat, SMB enumeration,
SNMP queries, LDAP scans,
banner grabbing, enum4linux

CVE databases, Nessus, OpenVAS,
Nikto, manual testing, fuzzing

Metasploit, msfvenom, custom
shellcode, exploit kits, RATS,
macro payloads

Phishing, drive-by downloads, USB
drops, malicious attachments,
fake updates

Buffer overflow, code injection,
command execution, password
spraying

Mimkatz, PowerShell scripts, SSH
keys, scheduled tasks, credential
dumping, and token stealing
DNS tunneling, HTTPS beacons,
Cobalt Strike, Slack bots,
Telegram APIs

Data exfiltration, file encryption
(ransomware), intellectual
property theft, service disruption

Clearing logs, timestamping,
rootkits, file deletion, wiping bash
history, and process hiding



https://www.entropya.com/

REFERENCES

Baharudin, Hariz. “SingHealth Database Hackers Have Targeted Other Systems Here since at Least
2017: Symantec.” The Straits Times, March 6, 2019.
https://www.straitstimes.com/singapore/singhealth-database-hackers-have-targeted-other-
systems-here-since-at-least-2017-symantec.

Clark, Robert M,, Srinivas Panguluri, Trent D. Nelson, and Richard P. Wyman. “Protecting Drinking
Water Utilities From Cyberthreats.” Journal (American Water Works Association) 109, no. 2
(2017): 50-58.

DiMolfetta, David. “FBI Awaits Signal That Salt Typhoon Is Fully Excised from Telecom Firms, Official
Says.” Nextgov.com, May 1, 2025. https://www.nextgov.com/cybersecurity/2025/05/fbi-
awaits-signal-salt-typhoon-fully-excised-telecom-firms-official-says/404982/.

Dutta, Tushar Subhra. “Detecting Cyber Attack Patterns by Analyzing Threats Actors Infrastructure.”
Cyber Security News (blog), March 9, 2025. https://cybersecuritynews.com/detecting-cyber-
attack-patterns/.

Forno, Richard. “What Is Salt Typhoon? A Security Expert Explains The Chinese Hackers And Their
Attack On US Telecommunications Networks - UMBC: University Of Maryland, Baltimore
County.” Accessed July 3, 2025. https://umbc.edu/stories/what-is-salt-typhoon-a-security-
expert-explains-the-chinese-hackers-and-their-attack-on-us-telecommunications-
networks/.

Gibson, Kate. “American Water Restarting Systems Shut down a Week Ago by Hackers - CBS News.”
CBS NEWS, October 11, 2024. https://www.cbsnews.com/news/american-water-hack-
systems-restored/.

Gordon, Jonathon. “Targeting Critical Infrastructure: Recent Incidents Analyzed.” Industrial Cyber
(blog), June 30, 2024. https://industrialcyber.co/analysis/targeting-critical-infrastructure-
recent-incidents-analyzed/.

Graham, Edward. “Salt Typhoon Hacks ‘a Wake up Call' to Secure Telecom Services, Lawmakers Say.”
Nextgov.com, April 30, 2025. https://www.nextgov.com/cybersecurity/2025/04/salt-typhoon-
hacks-wake-call-secure-telecom-services-lawmakers-say/404970/.

Greig, Jonathan. "Volt Typhoon Hackers Were in Massachusetts Utility's Systems for 10 Months.” The
Record. Accessed July 10, 2025. https://therecord.media/volt-typhoon-hackers-utility-
months.

Hope, Alicia. “Cyber Attack Hits the Largest US Public Water Utility.” CPO Magazine (blog), October
16, 2024. https://www.cpomagazine.com/cyber-security/cyber-attack-hits-the-largest-us-
public-water-utility/.

Jaikaran, Chris. “Salt Typhoon Hacks of Telecommunications Companies and Federal Response
Implications.” Legislation. Congress.gov. Accessed July 8, 2025.
https://www.congress.gov/crs-product/IF12798.

Jones, David. “Salt Typhoon Telecom Hacks One of the Most Consequential Campaigns against US

21


https://www.entropya.com/
https://www.straitstimes.com/singapore/singhealth-database-hackers-have-targeted-other-systems-here-since-at-least-2017-symantec
https://www.straitstimes.com/singapore/singhealth-database-hackers-have-targeted-other-systems-here-since-at-least-2017-symantec
https://www.nextgov.com/cybersecurity/2025/05/fbi-awaits-signal-salt-typhoon-fully-excised-telecom-firms-official-says/404982/
https://www.nextgov.com/cybersecurity/2025/05/fbi-awaits-signal-salt-typhoon-fully-excised-telecom-firms-official-says/404982/
https://cybersecuritynews.com/detecting-cyber-attack-patterns/
https://cybersecuritynews.com/detecting-cyber-attack-patterns/
https://umbc.edu/stories/what-is-salt-typhoon-a-security-expert-explains-the-chinese-hackers-and-their-attack-on-us-telecommunications-networks/
https://umbc.edu/stories/what-is-salt-typhoon-a-security-expert-explains-the-chinese-hackers-and-their-attack-on-us-telecommunications-networks/
https://umbc.edu/stories/what-is-salt-typhoon-a-security-expert-explains-the-chinese-hackers-and-their-attack-on-us-telecommunications-networks/
https://www.cbsnews.com/news/american-water-hack-systems-restored/
https://www.cbsnews.com/news/american-water-hack-systems-restored/
https://industrialcyber.co/analysis/targeting-critical-infrastructure-recent-incidents-analyzed/
https://industrialcyber.co/analysis/targeting-critical-infrastructure-recent-incidents-analyzed/
https://www.nextgov.com/cybersecurity/2025/04/salt-typhoon-hacks-wake-call-secure-telecom-services-lawmakers-say/404970/
https://www.nextgov.com/cybersecurity/2025/04/salt-typhoon-hacks-wake-call-secure-telecom-services-lawmakers-say/404970/
https://therecord.media/volt-typhoon-hackers-utility-months
https://therecord.media/volt-typhoon-hackers-utility-months
https://www.cpomagazine.com/cyber-security/cyber-attack-hits-the-largest-us-public-water-utility/
https://www.cpomagazine.com/cyber-security/cyber-attack-hits-the-largest-us-public-water-utility/
https://www.congress.gov/crs-product/IF12798

Ever, Expert Says | Cybersecurity Dive.” Accessed July 8, 2025.
https://www.cybersecuritydive.com/news/salt-typhoon-telecom-hacks-one-of-the-most-
consequential-campaigns-against/746870/.

Lakshmanan, Ravie. “China-Linked Salt Typhoon Exploits Critical Cisco Vulnerability to Target
Canadian Telecom.” The Hacker News, June 24, 2025.
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html.

Mascellino, Alessandro. “American Water Hit by Cyber-Attack, Billing Systems Disrupted.”
Infosecurity Magazine, October 8, 2024. https://www.infosecurity-
magazine.com/news/american-water-cyberattack-billing/.

MITRE ATT&CK®. “MITRE ATT&CK®.” Accessed July 3, 2025. https://attack.mitre.org/.

MITRE ATT&CK®. “Whitefly, Group GO107 | MITRE ATT&CK®.” Accessed July 3, 2025.
https://attack.mitre.org/groups/GO107/.

Moon, Angela. “State-Sponsored Espionage Group Whitefly behind Singapore Cyberattack: Report.”
Reuters, March 7, 2019, sec. Technology. https://www.reuters.com/article/technology/state-
sponsored-espionage-group-whitefly-behind-singapore-cyberattack-report-
idUSKCNIQNT1S3/.

Reed, Jonathan. “Cyberattack on American Water: A Warning to Critical Infrastructure | IBM.” IBM,
November 4, 2024. https://www.ibm.com/think/news/cyberattack-on-american-water-
warning-critical-infrastructure.

Rosenbaum, Eric. “America’s Largest Water Utility Hit by Cyberattack at Time of Rising Threats
against U.S. Infrastructure.” CNBC, October 8, 2024.
https://www.cnbc.com/2024/10/08/american-water-largest-us-water-utility-
cyberattack.html.

Shipkowski, Bruce. “American Water, the Largest Water Utility in US, Is Targeted by a Cyberattack.”
AP News, October 7, 2024. https://apnews.com/article/american-water-cyberattack-
36423062dbce05c9aa70ef8aa07810chb.

Tham, Irene, Rachel Au-Yong, Tin May Linn, and Rodolfo Pazos. “SingHealth Cyber Attack: How It
Unfolded.” The Straits Times, July 20, 2018.
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-
breach/index.html.

“US Agencies Assessed Chinese Telecom Hackers Likely Hit Data Center and Residential Internet
Providers.” Nextgov.com, June 9, 2025. https://www.nextgov.com/cybersecurity/2025/06/us-
agencies-assessed-chinese-telecom-hackers-likely-hit-data-center-and-residential-
internet-providers/405920/.

Yu, Eileen. "Hacker Group behind SingHealth Data Breach Identified, Targeted Mainly Singapore
Firms.” ZDNET. Accessed July 3, 2025. https://www.zdnet.com/article/hacker-group-behind-
singhealth-data-breach-identified-targeted-mainly-singapore-firms/.



https://www.entropya.com/
https://www.cybersecuritydive.com/news/salt-typhoon-telecom-hacks-one-of-the-most-consequential-campaigns-against/746870/
https://www.cybersecuritydive.com/news/salt-typhoon-telecom-hacks-one-of-the-most-consequential-campaigns-against/746870/
https://thehackernews.com/2025/06/china-linked-salt-typhoon-exploits.html
https://www.infosecurity-magazine.com/news/american-water-cyberattack-billing/
https://www.infosecurity-magazine.com/news/american-water-cyberattack-billing/
https://attack.mitre.org/
https://attack.mitre.org/groups/G0107/
https://www.reuters.com/article/technology/state-sponsored-espionage-group-whitefly-behind-singapore-cyberattack-report-idUSKCN1QN1S3/
https://www.reuters.com/article/technology/state-sponsored-espionage-group-whitefly-behind-singapore-cyberattack-report-idUSKCN1QN1S3/
https://www.reuters.com/article/technology/state-sponsored-espionage-group-whitefly-behind-singapore-cyberattack-report-idUSKCN1QN1S3/
https://www.ibm.com/think/news/cyberattack-on-american-water-warning-critical-infrastructure
https://www.ibm.com/think/news/cyberattack-on-american-water-warning-critical-infrastructure
https://www.cnbc.com/2024/10/08/american-water-largest-us-water-utility-cyberattack.html
https://www.cnbc.com/2024/10/08/american-water-largest-us-water-utility-cyberattack.html
https://apnews.com/article/american-water-cyberattack-36423062dbce05c9aa70ef8aa07810cb
https://apnews.com/article/american-water-cyberattack-36423062dbce05c9aa70ef8aa07810cb
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html
https://graphics.straitstimes.com/STI/STIMEDIA/Interactives/2018/07/sg-cyber-breach/index.html
https://www.nextgov.com/cybersecurity/2025/06/us-agencies-assessed-chinese-telecom-hackers-likely-hit-data-center-and-residential-internet-providers/405920/
https://www.nextgov.com/cybersecurity/2025/06/us-agencies-assessed-chinese-telecom-hackers-likely-hit-data-center-and-residential-internet-providers/405920/
https://www.nextgov.com/cybersecurity/2025/06/us-agencies-assessed-chinese-telecom-hackers-likely-hit-data-center-and-residential-internet-providers/405920/
https://www.zdnet.com/article/hacker-group-behind-singhealth-data-breach-identified-targeted-mainly-singapore-firms/
https://www.zdnet.com/article/hacker-group-behind-singhealth-data-breach-identified-targeted-mainly-singapore-firms/

